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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]None
3	Rationale
This contribution proposes a new key issue for TR 33.700-41.
4	Detailed proposal


*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: Flexibility to adjust the preference on security algorithms
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
During the transition to support 256-bit algorithms, there will be some time gap during when the networks have not been updated completely. 
Assuming UE is supporting 256-bit algorithms, there are 4 different cases regarding to various network deployments:
· Case1: AMF supports 256-bit algorithms but gNB doesn’t support 256bits algorithms, or 
· Case2: gNB supports 256-bit algorithms but AMF doesn’t support 256bits algorithms, or 
· Case3: Both of them support 256-bit algorithms, or
· Case4: Neither of them supports 256-bit algorithms
When there is deployment inconsistency, there should be policies to decide on the security levels/key length to be used.  
For example, when UE and gNB support 256-bit algorithms, while AMF doesn’t, then 256-bit algorithms can only be activated in AS layer, but not in NAS layer. However, the operators may have considerations on the performance and consumption, so they decided to keep AS layer to be inline with NAS layer to only activate 128-bit algorithms. Only when AMFs are updated, or when consumption issue and performance issue are mitigated significantly, they could adjust the policy to prioritize the 256-bit algorithms as long as they are supported. 
Another example is, when UE, gNB and AMF all support 256-bit algorithms and when 128-bit algorithms are still safe. however, the operators don’t prioritize the 256-bit algorithms with the considearation of performance and consumption.  Then the compromise of 128-bit algorithms take place over one night, and network prioritization on the algorithms need to be adjusted accordingly efficiently. 
In the current release, the preference of algorithms is configured into gNBs/ng-eNBs and AMF as the order of the list of supporting algorithms. Given the various deployment choices when migration to 256-bit algorithms, the preference of the supporting algorithms may change, as illustrated in the above examples. In those cases, operators will need an efficient mechanism to migrate to a different algorithm. 
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]5.X.2	Threats
Unsufficient network security level and compromised network communication.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The system should support mechanisms to adjust the preference on security algorithms for AS and NAS layers. 


*** End of 1st Change ***
